G&R Inclusive Group
Wallkill Central School District
1500 Route 208, PO Box 310
Wallkill, NY 12589
(845) 895-7104

Agreement made this December 13, 2022, between the Wallkill Central School District, 1500
Route 208, PO Box 310, Wallkill, New York 12589 and G&R Inclusive Grou 2ﬂ-2443’6
having physical place of business at 575 Main Street, Suite 712, New York, |

accordance with the following terms and conditions:

i The contractor agrees to provide professional development services in the aréa of
Inclusion, to the Wallkill Central School District.

The services shall be: pmmde& to the District at Wallkill Central School District or
virtually:

The District shall pay the Consultant $3,500 per day for workshops and $1,500 per
day for Instructional coaching. The District shall pay the Consultant within thirty
(30) days after receipt of invoice.

District commitment for services rendered for the 2022-2023 school year shall not
exceed $31,000,

The consultant shall provide regular reporting of work completed and shall submit
any shared supplemental materials to the Assistant Superintendent for Special
Education and Intervention Services for review, prior to conducting any workshop
and coaching, '

This agreement is the entire understanding and agreement between the parties with
respect to the subject matter covered, and all prior agreements, Lmder*;tandmg@_
covenants, promises, oral or written, expressed or implied, not incorporated into
this agreement are superseded. This agreement may mot be amended or
supplemented in any way, except in writing, dated and signed by authorized
representatives.of both parties:
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ADDENDUM TO AGREEMENT
Regarding
Data Privacy and Security
In Accordance with Section 2-d of the New York Education Law

This is an dddendum (the "Addendum") to an agreement entered into by and between G&R
Inclusive Group, ("Contractor"), and Wallkill Central School District, with its principal place
of business located at 1500 Route 208, Box 310, Wallkill, NY 12589 ("District”). Upon being
executed by Contractor's and District’s authorized representatives, this Addendum shall be
deemed to have been in full force and effect as of the effective date of the Agreement it amends.

WHEREAS, the District i$ an educational agency within the meaning of New York State
Education Law, Section 2-d (¢ ‘Section 2-d™), and Contractor is a third-party contractor within the

meaning of Section 2-d; and

WHEREAS, Contractor and its authorized officers, employees, students and agents shall have
access 1o “student personally identifiable information (PII)." “student data” and/or “teacher or
principal data™ mguiatcd by Section 2-d; and

WHEREAS, the provisions of this Addendum are intended to comply with Section 2-d in all
respects. To the extent that any term of the Agreement conflicts with the terms of this
Addendum, the terms of this Addendum shall apply and be given effect.

NOW, THEREFORE, it is mutually agreed that the Agreement is hereby amended in
accordance with this Addendum, as follows:

1. Confideniial Information

1.I  Contractor agrees that in performing the Original Agreement with the Disirict, Contractor
may have access to confidential information in the possession of the District, including student,
teacher or principal personally identifiable information (“PII™). For the purposes of this
Addendum and the Original Agreement, it is agreed that the definition of Confidential
Information includes all documentary, electronic or oral information made known to Contractor
or developed or maintained by Contractor through any activity related to the Original
Agreernent. This Confidential information includes student, teacher and/or pnnmpal data (as the
terms are defined under Section 2-d.

1.2 Contractor agrees to comply with Section 2-d, and the comesponding regulations
promulgated by the Commissioner of Education of New York (“*Commissioner™) thereunder. In
addition, Contractor agrees to comply with any changes in Section 2-d, or the Commissioner™s
regulations that may be amended or modified during the term of the Original Agreement. Upon
request by the District, Contractor shall provide the District with copies of its policies and related
procedures that pertain to the protection of PIL It may be made available in a form that does not
violate Contractor's own information sccurity policies, confidentiality obligations. and
applicable laws. '




1.3 Upon expiration of the Agreement to which this Addendum applies, without & successor
agreement in place, Contractor shall assist the District in exporting all student, teacher and/or
pnnupai data previously received by Contractor from, or developed on behalf of, the District,
and Contractor shall, at the request of the District. cither securely delete any student, teacher
and/or principal data remaining in Contractor's possession or return the student, teacher and/or
principal data to the District. If student, teacher and/or principal data is to be maintained by
Contractor for any lawful purpose, such data shall remain in an encrypled format and shall be
stored on systems mainiained by Contractor in a secure data facility located within the United
States.

1.4 The parties further agree that the terms and conditions set forth in this Confidential
Information section and all of its subparts shall surwvc the expiration and/or termination of the
Qrwma} Ai..rmmult

% Data Inspection and Challenges to Data

Education Law Section 2-d-and FERPA provide parents and eligible students the right to inspect
and review their child's or the eligible student’s PH stored or mainiained by the District. To the
extent PII is held by Contractor pursuant to the ngxml Agreement, Contractor shall respond
within thirty (30} calendar days 1o the District’s requests for access to PlI so the District can
facilitate such review by a parent or eligible student. If a parent or eligible student contacts
Contractor directly to review any of the PIl held by Contractor pursuant to thé Otiginal
Agreement, Contractor shall promptly notify the Dmmct and refer the parent or eligible student
to the District.

In ‘the event that a student’s parent or an eligible student wishes o challenge the accuracy of
student data (pertaining to the particular student) that may include records maintained, stored,
transmitted; and/or generated by Contractor pursuant to the Agreement, the challenge will be
processed in accordance with the procedures of the District.

A teacher or principal who wishes to challenge the accuracy ol data pertaining to the teacher or
principal personally, which is disclosed to Contractor pursuant to the Agreement, shall do so in
accordance with the procedures for challenging APPR dala, as established by the District.

3 Training

Contractor represents and warrants that any of its officers, employees, and/or assignees who will
have access to student, teacher and/or prm{:}pa! data pursuant to the Original Agreement will
receive uﬁmmg on the federal and state laws governing confidentiality of such student, teacher
‘and/or principal data, prior 1o obtaining initial orany .funhervgcmsa to such data.

4. Usc/Disclosure of Data

4.1 Contractor shall not sell or use for any commercial purpose student, teacher andfor
principal data that is received by Contractor pursuant to the Agreement or developed by
Contractor to fulfill its responsibilitics pursuant 1o the Agreement.




42 Contractor shall use the student, teacher and/or principal data, records. or information
solely for the exclusive purpose of and limited to that neeessary for the Contractor to perform the
duties and services’ required under the ()rmndl Agreement. Contractor shall not collect or use
eduicational records of the District or any student, teacher and/or principal data of the District for
‘any purpose other than as explieitly authorized in this Addendum or the Original Agreement.

4.3 Contractor shall ensure, to the extent that it receives student, teacher and/or principal data
pursuant to the: Agreement, that it will not share Confidential Information with any additional
parties. - including an authorized subeoniractor or non-employee agent, without prior written
consent of the District: Contractor shall indemnify and hold the District harmless from the acts
and omissions of the Contractor’s employees and subcontractors.

5. Confractor's Additional Oblieations under Section 2-d and this Addendum

Contractor acknowledges that, with respect to any student. teacher and/or prificipal data reeeived
through its reiatmmhip with the District pursuant to the Agreement it is: thged to maintain a
Data Security & Privacy Plan, and fulfill the foﬂmvma, obligations:

®  execute, comply with and incorporate to this Addendum as Exhibit A, as required Section
2-d, the Parents® Bill of Rights for Data Privacy and Sccurity developed by the District,
‘as well as the supplemental information in Exhibit B;

s store all 'data transferred to Contractor pursuant to the Agreement by the District, in an
electronic format on systemns maintained by Contractor in a secure data facility located
within the United States or hard cc:pieq under lock and key;

s limit internal access to simdent, teacher and/or principal data to Contractor's officers,
employees and agents who are determined to'need such access 10 such records or data to°
perform the services set forth in the Original Agreement;

- ‘not disclose student, teacher and/or principal data o any other party who is pot an
authorized representative of Contractor using the information to carry out Contractor's
obligations underthe Agreement, unless: (1) the other party has the prior written consent
of thc applicable student’s parent or of the eligible student: or (I1) the other party has thu‘
prior written consent of the applicable teacher or principal; or (ITI) the disclostre is
required by statute or couft order, and notice of the disclosure is provided to the District
no later than five business: days before such information is required or disclosed (unless
such notice i expressly prohibited by the statute or court order);

» usc reasonable administrative. _technical and physical safeguards that align with the NIST
C vbersccuraty Framework and are otherwise consistent with industry standards and best
,practmas mdudmg but not limited to cncrvptmn firewalls and ‘password protection as
Spﬁtlﬁﬁd b:'f the S:.cremry of the United States I)Lpart}:ncnt {)t HHS in any omdaﬂcg
issited under PL, 111-5, Section 13402(H)(2), to. protect the security, confidentiality and
integrity of student and/or staff data of the District while in motion or in custody of
Contractor from unauthorized disclosure; '




» not mine Confidential Information for any purposes other than those agreed to in writing
by the Parties. Data mining or scanning of user content for the purpose of advertising or
matrketing fo students or 't_heiz" parents is prohibited; notify the District, in the most
expedient way possible and without -unreasonable delay, of any breach of security
resulting in an unauthorized release of any PIl. In addition, Contractor shall take
immediate steps to limit and mitigate the damage of such security breach or unauthorized
release to the greatest extent practicable, and prompily reimburse the District for the full

cost of any notifications the District makes as a result of the security breach or
unauthorized release. Contractor further acknowledges and understands that Contractor
may be subject to civil and criminal penalties in accordance with Section 2-d for
violations of Section 2-d and/or this Agreement.

o understand that any breach of the privacy or conﬁdentiaihy obligations set forth in this
Addendum may, at the sole discrction of the District, result in the District immediately
terminating this Agreement; and

e familiarize its applicable officers, employees and agents with this Addendum and with
the "Parents' Bill of Rights for Data Privacy and Security."

The Contractor acknowledges that failure to fulfill these obligations shall be a breach of the
Agrecment..

6. Except as specifically amended hetein, all of the terms contained in the Original
Agreement dre hereby ratified and confirmed in all respects, and shall continue to apply with full
force and effect.

IN WITNESS WHEREOF, Contractor and the District exceoute this Addendum to the
Agreement as follows:

Contractor District

Kristen Coldlayour [{ oot
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Exhibit A

District’s Parents’ Bill of Rights

The privacy and security of personally identifiable student data is of paramount
importance. A student’s personally identifiable information cannot be: sold or released for any
commercial purposes. State and federal laws protect the confidentiality of students’ personally
identifiahle information, and safeguards associated with industry standards and best practices,
such as encryption, firewalls, and password protection, must be in place when such data is stored
or transferred.

Consistent with the adoption by the New York State Legislature of the Common Core
Implementation Reform Act of 2014, all parents have the following rights:

e To inspect and review the complete contents of their child’s education record, as defined
in the District’s Student Records policy;

e To access a complete list of all student data elements collected by the State, which is
available for public review at
http:/fwww.pl2.nysed.gov/irs/sirs/documentation/N YSEDstudentData.xIsx, or by writing
to the Office of Information & Reporting Services. New York State Education
Department, Room 863 EBA, 89 Washington Avenue, Albany, NY 12234;

» To have complaints about possible breaches of student data heard and determined.
Complaints should be directed in writing to the Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany, New York 12234, or by email to
the Chief Privacy Oﬁiwr at CPO@mail nysed.gov:

*In the event the Commissioner of Education issues an enhanced Bill of Rights and/or
promulgates regulations setting forth additional elements. to be included in the Parents™ Bill of
Rights, the Wallkill Central Schoeol District reserves the right to revise this document
accordingly. ‘ v v




Exhibit B

Supplemental Information

Pursuant to Education Law § 2-d and Section 121.3 of the Commissioner’s Regulations, the
Ec_iucational Agency (EA) i required 1o post information to its website about its contracts with
third-party contractors that will receive Personally Identifiable Information (PII).

Name of
Contractor

G&R Inclusive Group

Deseription of

the purpose(s)
for which 4 S .
Contractor will Professional Development and Coaching’
receive/aceess
PII
Type of PII that TR g
Contractor will Check all mai‘appij, :
receive/access X Student PIT
[J APPR Data
Cantract Tern | 20222023 School Year
Sul)‘cg)g’;ractorr Contractor will not utilize subcontractors without a written contract
Written : o T i e
OE that requires the subcontractors to adhere to, at a minimum,,
;:f . ¢ materially similar data protection obligations imposed on the
EeIen coniractor by state and federal laws and regulations, and the Contract.

{check applicable option)
Contractor will not utilize subcontractors.

U Contractor will utilize subcontractors.

‘Data Transition
and Secure

Upon expiration or termination of the Contract, Contractor shall:

» Securely transfer data to EA, or a successor contractor-at the BA’s

Destruction : :
option and written discrction, in a format agreed to by the parties.
+ Securely delete and destroy data.

Challenges to Parents, teachers or principals who seek to challenge the accuracy of

Data Accuracy

PII will do so by contacting the EA. Ifa correction to data is deemed
necessary, the EA will notify Contractor. Contractor agrees to
facilitate such corrections within 21 days of receiving the EA's.




written request.

Secure Storage

Please describe where PII will be stored and the protections taken to ensure

and Data ot o . . i

? . 11 wil ected: (check all that apply

Security PITwill be p‘miectt:d‘ (check all that apply)
0 Using a cloud or infrastructure owned and hosted by a third party.
' Using Contractor owned and hosted solution
5% Other: N/A — No PII will bé stored by the contractor
Please describe how data security and privacy risks will be miligated ma
manmer that does not compromise the security of the data:

| Encryption Data will be encrypted while in motion and at rest.

[Signature]

[Printed Name]

E" V;’ stean  (solddhan Qo™

[Title]
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Date:
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